Staying Cyber Safe in the Healthcare

and Public Health Sector
Tips for individuals and organizations

Cybersecurity defense can be viewed as a large iceberg. The ice above the water
is your first line of defense and what attackers see most: employees and physical
equipment. Underneath the ice is everything an organization should be doing
behind the scenes to ensure an attack on the top of the ice can be defeated.

First Line of Defense

Every organization’s first line of defense against cyberattacks is the training of
employees and protection of IT equipment. Here are some examples of what you
need to secure your first line of defense:

¢ Role-based Cybersecurity Training: Provide robust, customized security training for
all employees based on their job function to ensure continuity of security expectations.

¢ Phishing Simulation Training: Prepare employees to identify and
proactively respond to phishing attacks in the workplace environment.

e Asset Management Programs: Ensure that all data, devices,
and systems are categorized and inventoried according to
their importance to the organization’s objectives.

e Cybersecurity Policies: Create and communicate your organization’s security
policies to all employees to level set expectations for protecting patient data.

¢ Insider Threat Training: Incorporate insider threat training
into your on-boarding policies for new employees.

e Physical Security: Put physical controls into the office environment to prevent
access to or the use of company computers by unauthorized individuals.
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